Data Protection Impact Assessment (Non-Health Research)
Introduction - Please read carefully
The purpose of a DPIA is to assess and demonstrate compliance with data protection legislation.
The DPIA methodology provides evidence that risks to individuals have been considered and sufficient measures have been taken to protect those individuals.
The DPIA should measure the processing activity to be carried out against each of the Principles of data protection and determine whether the processing of personal data for the purposes of the Project is both necessary and proportionate or whether changes to the process or additional controls are required.
Please complete all six parts of this document to provide detail on how and why personal data will be processed for your research project to receive feedback from the Trinity College Data Protection Office (‘DPO’) on any risks identified and recommendations on the actions or controls needed to address those risks. An incomplete document will be returned without review.
Please remember that data protection legislation, and this document, applies to the processing of ‘personal data’ (including pseudonymised personal data) only. Data protection law does not apply to anonymous data or irrevocably anonymised data. Further information is available here.
You must return the completed document to the DPO to receive feedback and instruction before you progress with your ethics application.
The DPIA should be updated to reflect any material changes to the processing as the Project progresses, and reviewed one year from the date of the last review.
All Trinity-controlled personal data, including data processed using third party systems, must be processed in compliance with the University’s Data Protection Policy, IT and Cyber Security Policy, Records Management Policy and Cloud Computing Policy and Guidelines (if appropriate).
Note: Research which involves collaboration or partnership with other organisations (e.g. other universities, hospitals, private sector companies etc.) must be approved by the university research contracts office (rescon@tcd.ie).
Please return the completed DPIA document (Word Doc format) to dpo.admin@tcd.ie and title your email ‘DATA PROTECTION IMPACT ASSESSMENT - RESEARCH’, followed by the PI name and research project title.
Attach separately all relevant supporting documentation (e.g. Invitation to take part, Participant Information Leaflet (‘PIL’), Consent Form (‘ICF’), and any legal or data sharing agreements). The approved university templates are available here.
	Which template should I use?
This template is for research that is not health research.
If your research constitutes health research – broadly, research with the object of contributing to knowledge of human health, illness or the healthcare system, including research using data concerning health, genetic data or human biological material – please stop and complete the Data Protection Impact Assessment (Health Research) template instead, which also covers the Health Research Regulations 2018.
If you are unsure which template applies, contact the DPO at dpo.admin@tcd.ie before you proceed.



	It is the responsibility of the Research Supervisor / Principal Investigator to:
•  ensure that information provided to the DPO is accurate and of sufficient quality to enable the DPO to conduct an assessment; and
•  ensure that the required controls are put in place to mitigate risks arising from the processing.

	DPO advice accepted:  Yes / No
	Date:  DD/MM/YYYY

	PI:  Insert Name
	PI Signature:  Insert Signature


Version 5.0 – August 2026
Part 1 - Submission Information
	DPO Reference Number
	(To be inserted post-DPO review)

	Title of research project
	(Provide detail)

	Trinity College School
	(Provide detail)

	Relevant Research Ethics Committee (REC)
	(Provide detail)

	Status of ethics application
	☐  Not yet submitted
☐  Submitted
☐  Approved

	Date of submission
	(Provide detail)

	Completed by
	(Insert name)

	Supervisor / Principal Investigator
(if not Researcher named above)
	(Insert name)

	Email address
	(Provide detail)

	Please tick all that apply.
	☐  Student Project
☐  Masters
☐  PhD
☐  Staff Project
☐  Funded
☐  Non-Funded

	Description of research project













	(Provide detail - maximum 500 words)


Part 2 - Data Protection Information
	Provide details of data protection training completed by research team members. Attach certificates of successful module completion
	☐  Research Integrity and Impact in an Open Scholarship Era (CA7000) Module
☐  RIO: Research Integrity and Impact in an Open Scholarship Era
☐  Trinity College Data Protection Training Module
☐  HSeLanD - Fundamentals of GDPR training
☐  Training provided by the DPO
☐  Other
(Provide detail)

	Are all researchers familiar with the Trinity College Personal Data Breach Procedural Guidelines?
	☐  Yes
☐  No

	Site of data collection
	(Provide detail on any site where data will be collected or shared from)

	What is Trinity’s role in respect of the research project?
	☐  Data controller
☐  Joint data controller
☐  Data processor

	If Trinity College is a joint data controller, provide detail of the other joint controllers and their Data Protection Officer contact details

Note: Research which involves collaboration with other organisations (e.g. other universities, hospitals, private sector companies etc.) must be approved by the university research contracts office (rescon@tcd.ie).
	(Provide detail)

	Number of individual participants, or anticipated numbers
	(Provide estimated number)

	Type of participant (i.e. students, staff, members of the public, children, employees of a partner organisation etc.)
	(Provide detail)

	Is the research considered as health research?
If ‘Yes’, stop and complete the Data Protection Impact Assessment (Health Research) template instead.
	☐  Yes
☐  No

	List the personal data that will be processed for the research project
	Please select all that apply:
☐  Name
☐  Contact details e.g. address, email address, phone number
☐  Interview audio recording
☐  Interview video recording
☐  Interview transcript
☐  Questionnaires/Surveys
☐  Master key to the identity of participants
☐  Location data
☐  IP address
☐  Other
(Provide detail)

	List all special category personal data that will be processed for the research project

Guidance
•  If you tick any box in this row, provide the full list of variables in Appendix 1 to this DPIA
•  If you are processing data concerning health or genetic data, the research is likely to be health research – contact the DPO before you proceed
	Please select any that apply:
☐  Data concerning health
☐  Political Opinions
☐  Religious or Philosophical beliefs
☐  Trade Union Membership
☐  Genetic data
☐  Biometric data
☐  Racial or ethnic origin
☐  Data concerning a natural person’s sex life or sexual orientation
☐  Criminal convictions and offences
☐  None of the above

	Are you collecting or using Biological Samples for this research project?

Research involving human biological material will normally be health research – contact the DPO before you proceed
	☐  Yes
☐  No

(If ‘Yes’ provide detail)

	Is the data shared with any third-party organisation, including commercial entities?

Note: A transcriber / transcription service should be regarded as a third party
	☐  Yes
☐  No

If ‘Yes’ complete Appendix 2 and provide detail

For example
•  the type of data being shared (description of the data)
•  the reason for sharing
•  the format of the data that will be shared (i.e. identifiable, coded or anonymous)
•  the security measures in place to protect the data in transit and on receipt etc.
•  specify if the third party is a data controller, data processor or joint controller(s)
•  include data flowcharts if possible
•  provide any draft agreements

	Will the data be transferred outside of the UK & EEA?

Guidance
•  If ‘Yes’, provide the organisation name, address, contact details and a link to its privacy notice, and tick the transfer mechanism you intend to rely on
	☐  Yes
☐  No

(If ‘Yes’ provide detail)

Please tick the mechanism you intend to rely on to comply with Chapter V GDPR:
☐  Adequacy Decision
☐  EU-US Data Privacy Framework
☐  Standard Contractual Clauses
☐  Explicit Consent
☐  Binding Corporate Rules (BCRs)
☐  Approved Codes of Conduct
☐  Approved certification mechanisms
☐  A legally binding and enforceable instrument between public authorities or bodies

	How often / frequently will you need to collect data?
	(Provide detail)

	Are you advertising your research project in order to recruit participants?
	☐  Yes
☐  No

(If ‘Yes’ provide detail)

For example
•  provide detail of use of gatekeeper and details of how you will advertise the research project
•  will you use social media to target your audience? If yes, provide detail of account being used

	What is the source of the data?
	(Provide detail)

For example
•  provide detail (name, address) of any organisation where data will be collected or shared from within Ireland or outside of Ireland

	Is this Primary or Secondary use of data?
	☐  Primary
☐  Secondary


Part 3 - GDPR Principles
In order to evidence that you have considered each of the GDPR Principles please respond to each of the questions listed below.
Transparency of Processing
	There are no exemptions under GDPR to transparency obligations towards participants.
Please attach your Participant Information Leaflet (PIL) and Consent Form (ICF) and any Invitation Letter, Privacy Notices, Privacy Policies, Data Protection Statements etc. that you have drafted.
You must use the TCD provided Participant Information Leaflet and Consent Form templates available here. These have been drafted to comply with the requirements of the GDPR.

	Are you using the Trinity College Dublin approved templates?

For further details on information that should be provided to participants please see Article 13 GDPR

Please note that use of templates which are out of date or not approved by the DPO will delay your application
	☐  Yes
☐  No

(If ‘No’ provide detail)

	Are your PIL and ICF tailored to your audience in easy-to-read language?

Please note that PILs and ICFs should be tailored to their audience (i.e. student, staff member, member of the public, child) and any adult PILs should be drafted to the reading age of a 12-year-old
	☐  Yes
☐  No

(If ‘No’ provide detail)


Data Minimisation
	Do you need all of the personal data listed in Part 2 for your research project or could some variables be removed without compromising your research project?
	☐  Yes
☐  No

(Provide detail)


Purpose Limitation
	What is the purpose of your research project?

How will this purpose benefit the public good?

Please consider this from the perspective of the participant(s) - explain what are you doing with their data and why
	(Provide detail)





	Is there any intended future use of the data?
	☐  Yes
☐  No

(If ‘Yes’ provide detail)


Data Quality (Accuracy)
	How will the data you collect be kept accurate, consistent and up-to-date?

How are you ensuring that information obtained from other organisations is accurate? (if applicable)
	(Provide detail)





Lawful and Fair Processing - Using Personal Data in support of research
	Please tick which Article 6 GDPR lawful (legal) basis applies to your research project

Note: If the research involves children i.e. anyone under the age of 16, the consent of the parent/guardian and the assent of the child will be required
	☐  Public Interest or Exercise of Official Authority
(recommended for University research)
☐  Legitimate interests (if collaborating with a company)
☐  Consent (required by parent/guardian if children under the age of 16 are taking part)

	If you are also using special category personal data then, in addition to the Article 6 lawful basis, you must also satisfy one of the Conditions as set out under Article 9 GDPR

Please tick which Condition applies to your research
	☐  Explicit Consent (required by parent/guardian if children under the age of 16 are taking part)
☐  Information that has been already made public by data subject
☐  Archiving purposes in the public interest / Scientific or Historical Research purposes / Statistical purposes
(recommended for University research)
☐  Not applicable - no special category data is processed


Storage Limitation
	Please consider that data should be stored as long as necessary but as short as possible. If data is to be kept potentially longer than originally planned, there should be periodic reviews to ensure it is still necessary.

	When will you delete Participant Consent Forms?
	(Provide detail)

	When will you delete Participant Contact Information?
	(Provide detail)

	When will you break the link between the Participant and their data - i.e. delete the Master Key? (where applicable)

Guidance
•  The ‘Master Key’ is the file which contains the name and ID code used to identify the individual
	(Provide detail)

	When will you anonymise or destroy the research dataset?
	(Provide detail)


Data Security
	Provide a description of the security measures in place to keep research data secure at all times.
For example: Software and device security measures, multi-factor authentication, use of passwords, use of VPN, anti-virus used, use of secure file transfers such as HEAnet, detail on how data is backed up etc.

	Please list all relevant IT software, devices and systems that will be used to process, store, analyse, back up etc. your research data

Guidance
•  Please see the software list from IT Services included at the link below:
https://www.tcd.ie/itservices/our-services/software-advice-and-support/software-catalogue/
	Trinity College Licenced Microsoft 365
☐  SharePoint
☐  OneDrive
☐  Teams
☐  Copilot
☐  Other
(Provide detail)

Other university licenced, approved IT software
☐  Zoom
☐  SurveyMonkey
☐  Qualtrics
☐  SPSS
☐  R
☐  Python
☐  NVivo
☐  Other
(Provide detail)

Devices
☐  University-issued laptop, desktop
☐  Personal device
☐  External hard drive
☐  Digital Dictaphone
☐  Other

	Please tick all security safeguards which you will use for your research project

Guidance
•  If role-based access, provide information on the role(s) that can access data and restrictions in place. Indicate how events are logged and how long this log is kept
•  If location-based access, what physical security measures are in place? (e.g. locked doors, swiped access, locked cabinets)
	☐  University-provided software and systems
☐  Device Encryption
☐  Multi-factor authentication (Two step sign in)
☐  Unique user ID
☐  Pseudonymisation and Anonymisation
☐  Strong password(s)
☐  Up-to-date anti-virus installed
☐  Virtual Private Network (VPN)
☐  Access controls - restricted access to data
☐  HEAnet secure file transfer
☐  Secure backups (cloud-based, on premises etc.)
☐  Digital Dictaphone (encrypted)
☐  Software vendor ISO certification
☐  Other
(Provide detail)


Data Subject Rights
	Participants have rights in relation to their personal data. These rights are set out under Chapter 3 of the GDPR. If any participant wishes to exercise their rights, please contact dataprotection@tcd.ie without delay.

	Who is responsible in the research team for dealing with participant requests such as access, rectification or erasure?

Guidance
•  Think about who is responsible for any conversation with a research participant and who will contact the DPO’s office to discuss this
	(Provide detail)

	Do you have a procedure in place if an individual wishes to withdraw their consent to take part in the research project, and wishes no further use of their personal data?

Guidance
•  Detail if there are any limitations on this - and whether these have been shared with the participants in your PIL and/or ICF
	(Provide detail of the withdrawal procedure)


Part 4 - Higher Risk Processing of Personal Data
The specific criteria listed below are those which are considered by the Data Protection Commission to represent a higher risk to individuals’ data protection and privacy rights.
Please mark ‘Yes’ or ‘No’ for each of the following as listed.
Does your research involve any of the following:
	1.  The use of sensitive or special categories of data. For example, genetic data, biometric data, racial or ethnic origin, political opinions, religious or philosophical beliefs, data concerning a natural person’s sex life or sexual orientation, trade union membership, data relating to criminal convictions.
	☐  Yes
☐  No

	(If ‘Yes’ provide detail)

	2.  The use of information about individuals for a purpose that it is not currently used for (secondary use of personal data), such as information being taken from student or staff records, an existing research dataset or another source for re-use in this research project.
	☐  Yes
☐  No

	(If ‘Yes’ provide detail)

	3.  The use of data concerning vulnerable individuals. For example, children (anyone under 18 years), students, employees, people with an intellectual disability, older people, asylum seekers, or in any case where a power imbalance in the relationship between the position of the participant and the researcher can be identified.
	☐  Yes
☐  No

	(If ‘Yes’ provide detail)

	4.  Topics that are considered particularly intrusive or sensitive in nature to the participant.
	☐  Yes
☐  No

	(If ‘Yes’ provide detail)

	5.  Data processing on a large scale, either as a specific number or as a proportion of the relevant population, or due to the range of different data items needed, or due to the duration or longitudinal effect of the research, or where it occurs over a large geographical area.
	☐  Yes
☐  No

	(If ‘Yes’ provide detail)

	6.  Matching, linking, cross referencing or combining two or more separate datasets. For example, enriching datasets by using additional data sources to provide further information regarding the individuals in a research project.
	☐  Yes
☐  No

	(If ‘Yes’ provide detail)

	7.  Systematic monitoring, i.e. data processing to observe, monitor or control individuals, including data collected through systematic monitoring of a publicly accessible area. For example, CCTV, GPS tracking, workplace monitoring, online tracking etc.
	☐  Yes
☐  No

	(If ‘Yes’ provide detail)

	8.  Evaluation or scoring, including profiling individuals. For example, predicting outcomes in individuals based on a person’s economic situation or their performance at work, behaviours, preferences etc.
	☐  Yes
☐  No

	(If ‘Yes’ provide detail)

	9.  Automated decision-making which results in legal or similar significant effect. For example, a recruitment aptitude test which uses pre-programmed algorithms and criteria leading to the exclusion or discrimination of individuals etc.
	☐  Yes
☐  No

	(If ‘Yes’ provide detail)

	10.  Innovative use or application of new technological or organisational solutions. For example, machine learning, artificial intelligence, large language models, sentiment analysis etc.
	☐  Yes
☐  No

	(If ‘Yes’ provide detail)

	11.  Use of biometric data (fingerprint and face recognition, gait analysis) to uniquely identify an individual.
	☐  Yes
☐  No

	(If ‘Yes’ provide detail)


Part 5 - Data Protection Checklist for Research
This checklist records the steps required to demonstrate accountability under Article 5(2) GDPR.
If your research is health research, use the Health Research DPIA template instead – it also covers the Health Research Regulations 2018.
	Checklist - Have you completed the following?
	Yes / No
	Detail

	Obtain ethical approval for the research project by a research ethics committee - Article 5(2) GDPR
	☐  Yes
☐  No
	Insert date of submission or date of approval and details of ethics committee

	Identify and document the data controller, joint controllers and data processors - Articles 4, 26 and 28 GDPR
	☐  Yes
☐  No
	Insert names of all controllers / processors

	Ensure relevant contractual arrangements are in place - Article 26 GDPR and Article 28 GDPR
	☐  Yes
☐  No
	Notify the College Research Contracts Office / Provide draft contract if available

	Identify and document funding bodies or any other organisation that supports the research project
	☐  Yes
☐  No
	Provide details of any funder or body providing in kind assistance

	Identify third parties with whom data will be shared even if pseudonymised and/or anonymised
	☐  Yes
☐  No
	List all (even if data that will be shared is anonymous data) - see Appendix 2

	Record the Article 6 lawful basis and, where special category data is processed, the Article 9 condition - Articles 6 and 9 GDPR
	☐  Yes
☐  No
	See Part 3 (Lawful and Fair Processing)

	Ensure all members of the research team have completed data protection training - Article 32 GDPR
	☐  Yes
☐  No
	See Part 2 (Training)

	Ensure you only use the minimum data necessary to carry out the research - Article 5(1)(c) GDPR
	☐  Yes
☐  No
	See Part 3 (Data Minimisation)

	Implement access controls and logging of who has consulted, altered, disclosed or erased the data - Articles 5(1)(f) and 28 GDPR
	☐  Yes
☐  No
	See Part 3 (Data Security)

	Implement security measures to protect the personal data - Article 32 GDPR
	☐  Yes
☐  No
	See Part 3 (Data Security)

	Arrangements to anonymise, archive or destroy data when the research has been completed - Article 5(1)(e) GDPR
	☐  Yes
☐  No
	See Part 3 (Storage Limitation)

	Ensure arrangements in place to ensure data is processed in a transparent manner - Articles 5(1)(a), 12, 13 and 14 GDPR
	☐  Yes
☐  No
	See Part 3 (Transparency of Processing)

	Where data is transferred outside the UK & EEA, document the transfer mechanism relied on - Chapter V GDPR
	☐  Yes
☐  No
	See Part 2 (Transfers outside the UK & EEA)

	Record the retention period for each category of personal data and the DPIA review date - Article 5(1)(e) GDPR
	☐  Yes
☐  No
	See Part 3 (Storage Limitation) and Appendix 4
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Part 6 - Processing Risks Table
1.  Describe the source of risk and nature of potential impact on individuals as well as implemented or suggested solutions / mitigating actions.
2.  Delete examples below if not appropriate to your project and include any other risks that you have identified that are not included as examples.
3.  Use the RED, AMBER, GREEN (RAG) Matrix to help calculate the relevant risk scores. Examples of risks to consider are listed in Appendix 3.
[image: ]
	Risk Detail
EXAMPLES
	Likelihood
(1 - 5)
	Severity
(1 - 5)
	Risk Score
(1 - 25)
	Solutions / Mitigating Actions
EXAMPLES
	Action taken?
(Yes / No)
	Residual Risk
(Unchanged / Reduced / Eliminated)
	New Score
(1 - 25)

	Risk of a personal data breach.
	e.g. 4
	e.g. 4
	e.g. 16
	All devices and accounts storing data will be under the control of the College and password protected using a strong password. Devices will be encrypted by Trinity IT Services. Access to data will be restricted to designated personnel only.
	Yes
	Reduced
	e.g. 8

	Lack of transparency of how personal data will be processed. Resultant lack of fairness or lawfulness of processing activities.
	
	
	
	Trinity-approved Participant Information Leaflets (PIL) and Consent Forms will align with the information provided above and will be used to inform participants about how their data will be used in support of the research. Documents will be reviewed by the Research Supervisor and DPO (where requested) as part of the Data Protection Assessment process.
	
	
	

	Failure to obtain valid consent from participants, leading to unlawful data processing.
	
	
	
	PI will ensure that project Consent Forms align with the PIL and are clear, concise, accessible and reviewed by participants.
	
	
	

	Identifiable data may be kept longer than required in the absence of appropriate policies.
	
	
	
	All project data will be anonymised / destroyed after a period of [INSERT] months / years in accordance with standard University procedures.
	
	
	

	Merging of datasets may inadvertently allow individuals to be identified from anonymised data.
	
	
	
	Research team undertake not to seek to identify individuals if datasets are received from third parties.
	
	
	

	Information is collected and retained unnecessarily, or is not properly managed, so that duplicate records are created, resulting in a security risk.
	
	
	
	Project data will be retained in a shared Microsoft SharePoint folder on a Trinity-controlled cloud storage platform. A single file (Excel format) linking the codes to data subjects will be encrypted and will be retained by the Principal Investigator.
	
	
	

	The context in which information is used or disclosed can change over time, leading to it being used for different purposes without the participant’s knowledge.
	
	
	
	Participant’s data will not be subject to further processing that is incompatible with the purpose of the present research project. The PIL will make participants aware of how data is processed.
	
	
	

	Inappropriate disclosure of personal data internally within Trinity or another organisation due to a lack of appropriate access controls being in place.
	
	
	
	Access is restricted to designated personnel only. Only TCD-approved systems will be used for sharing of information internally. Whenever possible, these systems will maintain audit trails that allow all actions to be traced to specific individuals, dates and times.
	
	
	

	Accidental loss of electronic equipment by personnel may lead to risk of disclosure of personal information to third parties.
	
	
	
	All devices and accounts storing project data are encrypted. Access is restricted to designated personnel only. Access is via Multi Factor Authentication. The master key is kept separately to research data to mitigate any inappropriate disclosure.
	
	
	

	Merging of datasets may result in a data controller having far more information about individuals than anticipated by the individuals.
	
	
	
	Only information which is necessary for the research project will be collected.
	
	
	

	Data may be transferred to countries with inadequate data protection regimes.
	
	
	
	No data will be transferred outside of the UK & EEA without consultation with the DPO’s office and an appropriate Chapter V transfer mechanism being in place.
	
	
	

	Use of technology capable of making visual or audio recordings may be unacceptably intrusive.
	
	
	
	Explicit consent to take part in visual and audio recording will be taken. Audio and/or video is retained for a minimal period of time until the transcript is verified. Audio is then securely deleted.
	
	
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	



Appendix 1 - Special Category Data
Full list of variables to be collected as part of this research project (complete if any box was ticked in the special category data row in Part 2):
	Special category of data (as ticked in Part 2)
	Full list of variables to be processed

	
	

	
	

	
	

	
	

	
	

	
	


Appendix 2 - List of Third Parties
List of third party processors engaged with for this research project. Complete this appendix if you answered ‘Yes’ to the third party sharing question in Part 2.
	Company name
	Function
(Type of service(s) provided)
	Contract
Do you have a contractual agreement in place?
	Location
(Geographic location where processing takes place)

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	



Third Party Security Questionnaire (Due Diligence)
This questionnaire should be sent by the research team to any organisation that will process personal data on behalf of Trinity College Dublin in connection with the research project. The completed questionnaire should be returned with this DPIA. It supports the due diligence required by Article 28(1) GDPR, which requires a controller to use only processors providing sufficient guarantees to implement appropriate technical and organisational measures.
Where the organisation holds a current ISO 27001 certificate, or an equivalent independent security certification, that certificate may be provided in place of answers to the security questions below.
	#
	Question
	Response

	Governance

	1
	Has the organisation appointed a DPO or designated staff member(s) with data protection responsibilities? If yes, please provide contact details.
	

	2
	Does the organisation have a Data Protection Policy?
	

	3
	Where can a copy of the Data Protection Policy (if one is in operation) be obtained?
	

	4
	Is there an approved policy in relation to records retention, archiving and disposal?
	

	5
	Does the organisation have a formal Data Breach response process? If yes, please give details.
	

	6
	Is there an overview available (ROPA) concerning all business processes / IT systems processing Trinity College Dublin personal data?
	

	7
	Does the organisation have Standard Operating Procedures, or equivalent, related to the services provided to Trinity College Dublin? If yes, please attach a list of same.
	

	8
	Does the organisation conduct data protection awareness / training for employees working with Trinity College Dublin personal data?
	

	9
	Are non-disclosure and confidentiality clauses included in the organisation’s contracts of employment for employees and data sub-processors who have access to Trinity College Dublin personal data?
	

	10
	Does the organisation conduct privacy / data protection compliance audits or assessments?
	

	Security

	11
	Is the organisation accredited to ISO 27001 or any other recognised security standard? If yes, please attach a copy of your certificate.
	

	12
	Does the organisation have Information Security Policies?
	

	13
	Are all IT networks used to process or store any Trinity College Dublin personal data properly managed and configured with up-to-date firewalls, intrusion detection and/or intrusion prevention systems?
	

	14
	Do all IT devices, mobile computer devices and servers processing Trinity College Dublin personal data have real-time protection anti-virus, anti-malware and anti-spyware software installed and updated daily?
	

	15
	Are all computers and servers processing Trinity College Dublin personal data encrypted?
	

	16
	Are all IT systems, IT devices, mobile computer devices, servers and other critical IT equipment used to process or store Trinity College Dublin personal data protected by strong unique passwords and multi-factor authentication?
	

	17
	Are all computers, servers and files securely locked away from unauthorised people? Please explain how.
	

	18
	Is Trinity College Dublin personal data sent in transit via secure channels (for example, VPN, Secure FTP or TLS) or encrypted email?
	

	19
	Is access to Trinity College Dublin related data protected from unauthorised access? Please explain how.
	

	20
	Does the organisation conduct information / cyber security training for employees working with Trinity College Dublin personal data?
	

	21
	Does the organisation have adequate backups to ensure that Trinity College Dublin related data can be recovered following a disaster?
	

	22
	Are appropriate levels of network, system and physical redundancy in place?
	

	Sub-Processors

	23
	Will the organisation engage any data sub-processors in the delivery of products / services to Trinity College Dublin?
	

	24
	If yes, do you assess your vendors for quality standards and security compliance?
	

	25
	Please list any sub-processors currently engaged by the organisation and approved by Trinity College Dublin to process Trinity College Dublin personal data.
	




Declaration
I/We understand that Trinity College Dublin reserves the right to periodically inspect the controls described above or in any supporting documentation provided.
I/We will promptly notify Trinity College Dublin of any possible or confirmed data breach involving personal data.
I/We will promptly return or destroy all Trinity College Dublin personal data and information when requested by an authorised representative.
I/We understand that Trinity College Dublin retains the right to terminate any agreement if reasonable changes to security requirements cannot be met.
SIGNED on behalf of <insert Organisation name>
	Signature
	

	Name (printed)
	

	Title
	

	Date
	


Please return this completed form via email to dpo.admin@tcd.ie.
Appendix 3 - Examples of Risks to Consider
The following examples are provided to assist you in completing the Processing Risks Table at Part 6. Different research projects carry different risks, and these should be considered on their own facts. The examples below are a guide, not an exhaustive list.
Risks to individuals
•  Hacking of, or unauthorised access to, computers or accounts where research data is stored.
•  The context in which information is used or disclosed can change over time, leading to it being used for different purposes without people’s knowledge.
•  Incorrect or excessive use of individuals’ data.
•  Lack of transparency, fairness or lawfulness of processing activities.
•  Failure to explain effectively how data would be used.
•  New surveillance or monitoring methods may be an unjustified intrusion on privacy.
•  Measures taken against individuals as a result of collecting information about them might be seen as intrusive.
•  Personal data used for automated decision making may be seen as excessively intrusive.
•  The sharing and merging of datasets can allow a much wider set of information to be collected than individuals might expect.
•  Identifiers might be collected and linked which prevent people from taking part anonymously.
•  Vulnerable people may be particularly concerned about the risks of identification or the disclosure of information.
•  Anonymisation techniques chosen may turn out to be ineffective.
•  Use of technology capable of making visual or audio recordings may be unacceptably intrusive.
•  Information which is collected and stored unnecessarily, or is not properly managed so that duplicate records are created, presents a greater security risk.
•  If a retention period is not established, information might be kept for longer than necessary.
Compliance risks
•  Non-compliance with the common law duty of confidentiality.
•  Non-compliance with the Data Protection Acts 1988-2018, the General Data Protection Regulation (GDPR) or the ePrivacy Regulations.
Associated organisation / corporate risks
•  Non-compliance with data protection or other legislation can lead to sanctions, fines and reputational damage.
•  Failure to adequately conduct a DPIA where appropriate can itself be a breach of the GDPR.
•  Data breaches involving personal data are likely to cause reputational risk to the University.
•  Problems which are only identified after the research project has commenced are more likely to require expensive fixes.
•  The use of biometric information or potentially intrusive tracking technologies may cause increased concern and cause people to avoid engaging with Trinity College.
•  Public distrust about how information is used can damage Trinity’s reputation and lead to a reluctance on the part of individuals to take part in our research.
•  Data losses which damage individuals could lead to claims for compensation against the University.
•  Unnecessary processing and retention of information can leave the University at risk of non-compliance with the GDPR.
Appendix 4 - DPIA Record of Review and DPO Feedback
Each time you submit this DPIA to the DPO, update the table below with the name of the applicant, the date of submission and the version number, and provide a summary of the edits made under Comments.
Please do not remove or edit any comments made by the DPO from a previous review.
	Name
	Date
	Comments
	Version No.

	Applicant
	[Insert Date]
	
	V.1

	Principal Investigator (PI)
(if different to applicant above)
	[Insert Date]
	
	V.1

	School / Faculty Data Protection contact (if applicable)
	[Insert Date]
	
	V.1

	DPO
	[Insert Date]
	
	V.1



Outcome of DPO Review
	Item
	Name / Date
	Notes

	DPO advice provided
	
	

	DPO advice accepted or overruled by
	Principal Investigator
	If overruled, you must explain your reasons

	This DPIA will be kept under review by
	Principal Investigator
	

	Next review date - one year from the date of last review, unless there are changes to the processing of the personal data which require earlier review by the DPO
	[Insert Date]
	



DPO - comments / feedback on information provided
	1
	

	2
	

	3
	

	4
	

	5
	

	6
	

	7
	

	8
	

	9
	

	10
	


Disclaimer
The material contained in this template contains general information and guidance only. Please note that this guidance does not constitute legal advice and is provided for general purposes only. Neither is it intended to provide a comprehensive or detailed statement of the law.
No liability whatsoever is accepted by Trinity College Dublin, the University of Dublin for any action taken in reliance on the information contained in this guidance. You should not act, or refrain from acting, on the basis of any information provided in this document. Rather, you should always seek specific legal or other professional advice. Any and all information is subject to change without notice.

Please return the completed DPIA document (Word Doc format) to dpo.admin@tcd.ie and title your email ‘DATA PROTECTION IMPACT ASSESSMENT - RESEARCH’
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