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Instruction
Please complete all six parts of this document and forward the completed document to researchdpo@tcd.ie 
You must title your email ‘DATA PROTECTION IMPACT ASSESSMENT’ 
You will need to receive feedback on any risks identified, recommendations on the actions or controls needed to address those risk and instruction before you progress with your ethics application. 
It is the responsibility of the Research Supervisor / Supervisor / Principal Investigator to ensure that information provided in this document is accurate and of sufficient quality to enable the DPO’s office to conduct an effective review.
[bookmark: _Hlk99796368]An incomplete document will be returned without review.
Further information, training, guidance, policies, staff handbook, links and templates is available at   https://www.tcd.ie/dataprotection/research/ 
DPIA Circulation
	Name
	Date
	Reviewed/Consulted

	Principle Investigator (PI) Details

	[Insert Date]
	Submitted V.1 
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	[Insert Date]
	Reviewed/Consulted

	DPO Details

	[Insert Date]
	Reviewed/Advised on V.1 
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Part 1 - Submission Information 
	RDPO Reference Number 
	(To be inserted post-RDPO review) 

	Title of study
	(Provide detail)

	Trinity College School
	(Provide detail)

	Date of Submission
	(Provide detail)

	Completed by
	(Insert name)

	Supervisor / Principle Investigator (if not Researcher named above)
	(Insert name)

	Email address
	(Provide detail)

	Please tick all that apply


	☐  Student Project  
☐  Masters   
☐  PhD
	☐  Staff Project 
☐  Funded 
☐  Non-Funded

	Description of study
	(Provide detail - maximum 300 words)
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Part 2 - Data Protection Information
	1. Provide details of data protection training completed by research team members. Attach certificates of successful module completion
	☐  Research Integrity and Impact in an Open Scholarship Era (CA7000) module
☐  RIO: Research Integrity and Impact in an Open Scholarship Era
☐  Trinity College Data Protection Training (GDPR) Module - Blackboard
☐  HSeLanD - Fundamentals of GDPR training 
☐  Other (provide detail)

	2. Are all researchers familiar with the Trinity College Personal Data Breach Procedural Guidelines? 
	☐  Yes
☐  No

	3. Site of data collection
	(Provide detail on any site where data will be collected or shared from)

	4. What is Trinity's role in respect of the study? 
	☐  Data controller                  
☐  Joint data controller         
☐  Data processor                  

	5. If Trinity College is a joint data controller, provide detail of the other joint controllers and their Data Protection Officer contact details
	(Provide detail)



	6. Number of individual participants, or anticipated numbers
	(Provide estimated number)

	7. Type of participant (i.e. students, staff, patients, healthcare workers etc.)
	(Provide detail)



	8. Is the study considered as health research?
	☐  Yes
☐  No

	9. List the personal data  and /or special category data that will be processed for the study
For example: Name, email address, interview recordings, transcripts, video recordings, health records, ethnicity, political beliefs, religion
	(Provide detail)






	10.  How often will you need to collect data?
	(Provide detail on frequency of data collection) 


	11. Describe where and how the data will be processed / stored and if data will be shared internally
For example: Cloud software (Trinity College Microsoft OneDrive, Teams, SharePoint), server in a data centre in Ireland, desktop / laptop of researcher (personal, College-issued), external hard drive / USB drive, paper files stored in secure room in hospital / office etc.
	(Provide detail - maximum 300 words)

	12. Provide a general description of the security measures in place to keep data secure.
For example: Multi factor authentication, use of passwords, use of VPN, device encryption, vendor ISO certification, anti-virus used, use of secure file transfers such as HEAnet, detail on how data is backed up etc.
	(Provide detail - maximum 300 words)

	13. Is the data shared with any third-party organisation, including commercial entities?
	☐  Yes
☐  No

	If you have answered ‘Yes’ to the previous question, provide further detail.
For example: the type of data being shared (description of the data), the reason for sharing, the format of the data that will be shared (i.e., whether identifiable, coded, or anonymous), the security measures in place to protect the data in transit and on receipt etc.
Specify if the third party is a data controller, data processor or joint controller(s).
Include data flowcharts if possible.


	14. Will the data be transferred outside of the UK & EEA?
	☐  Yes
☐  No

	If you have answered ‘Yes’ to the previous question, provide further detail on which country. Please name the organisation you are transferring to. 


	15. How long will the data be retained in an identifiable or coded format?
	(Provide detail)
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Part 3 - Screening
The specific criteria listed below are those which are considered by the Data Protection Commission to represent a higher risk to individuals’ data protection and privacy rights. 
Please mark ‘Yes’ or ‘No’ for each of the following as listed.
Does your research involve any of the following:
	1. The use of sensitive or special categories of data. For example, data concerning a person’s health, genetic data, biometric data, ethnicity, political opinions, data concerning a natural person’s sex life or sexual orientation, data relating to criminal convictions. 
	☐  Yes
☐  No

	If you have answered ‘Yes’ to the previous question, provide further detail.
 

	2. The secondary use of personal data e.g. information being taken from medical records or another database for use in a research project.
	☐  Yes
☐  No

	If you have answered ‘Yes’ to the previous question, provide further detail.


	3. The use of data concerning vulnerable individuals. For example, children (anyone under 18 years), employees, patients, people with an intellectual disability, the elderly, the mentally ill, asylum seekers, or in any case where a power imbalance in the relationship between the position of the participant and the researcher can be identified.
	☐  Yes
☐  No

	If you have answered ‘Yes’ to the previous question, provide further detail.
 

	4. Topics that could be considered  particularly intrusive or sensitive in nature.
	☐  Yes
☐  No

	If you have answered ‘Yes’ to the previous question, provide further detail.
 

	5. Data processing on a large scale, either as a specific number or as a proportion of the relevant population, or due to the range of different data items needed, or due to the duration or longitudinal effect of the research, or where it occurs over a large geographical area.
	☐  Yes
☐  No

	If you have answered ‘Yes’ to the previous question, provide further detail.
 

	6. Matching, linking, cross referencing or combining two or more separate datasets. For example, enriching datasets by using additional data sources to provide further information regarding the individuals in a research study.
	☐  Yes
☐  No

	If you have answered ‘Yes’ to the previous question, provide further detail.
 

	7. Systematic monitoring, i.e., data processing to observe, monitor or control individuals, including data collected through systematic monitoring of a publicly accessible area. For example, collecting patient-related data at hospital level to understand bed occupancy, CCTV, GPS tracking etc.
	☐  Yes
☐  No

	If you have answered ‘Yes’ to the previous question, provide further detail.
 

	8. Evaluation or scoring, including profiling individuals. For example, predicting outcomes in individuals  based on their  economic situation or performance at work, behaviours, health, preferences etc.
	☐  Yes
☐  No

	If you have answered ‘Yes’ to the previous question, provide further detail.
 

	9. Automated decision-making which results in legal or similar significant effect. For example, a recruitment aptitude test which uses pre-programmed algorithms and criteria leading to the exclusion or discrimination of individuals etc.
	☐  Yes
☐  No

	If you have answered ‘Yes’ to the previous question, provide further detail.


	10. Innovative use or application of new technological or organisational solutions. For example, machine learning, artificial intelligence, sentiment analysis etc.
	☐  Yes
☐  No

	If you have answered ‘Yes’ to the previous question, provide further detail.
 

	11. Use of biometric data (fingerprint and face recognition, gait analysis) to uniquely identify an individual.
	☐  Yes
☐  No

	If you have answered ‘Yes’ to the previous question, provide further detail.
 





Part 4 - GDPR Principles
In order to evidence that you have considered each of the GDPR Principles please respond to each of the questions listed below: 
4.1 - Transparency of Processing
There are no exemptions under GDPR to transparency obligations towards participants
Please attach your Participant Information Leaflet and Consent Form and any Invitation Letter, Privacy Notices, Privacy Policies, Data Protection Statements etc. that you have drafted. 
Please use the TCD provided Participant Information Leaflet and Consent Form templates available here. These have been drafted to comply with the requirements of the GDPR and the Health Research Regulations (‘HRR’).
	1. Are you using the Trinity College Dublin approved templates? 
Please note that any use of templates which are out of date or not approved by the DPO’s office will delay your application. 
	☐  Yes
☐  No

	If you have answered ‘No’, please outline why you are using a different template. For further details on information that should be provided to participants please see Article 13 GDPR


	2. Is your Participant Information Leaflet (PIL) And Informed Consent Form (ICF) tailored to your audience in easy-to-read language?  
Please note that all PILs and ICFs should be tailored to their audience (i.e. patient, healthcare worker, child) and any adult PILs should be drafted to the reading age of a 12-year-old. 
	☐  Yes
☐  No

	Provide detail



4.2 - Data Minimisation 
	1. Do you need all of the personal data listed in Part 2 for your research project or could some variables be removed without compromising your project? 

	Provide detail



4.3 - Purpose Limitation
	1. What is the purpose of your research project? Please consider this from the perspective of the participant – What are you doing with their data and why.

	Provide detail



4.4 - Data Quality
	1. How are you ensuring that information obtained from other organisations is accurate? (if applicable)
	☐  N/A
or
Provide detail

	2. How will the data you collect be kept accurate, consistent and up-to-date?
	Provide detail

	3. What controls do you have to determine when the data has been altered, disclosed or erased, and by whom? 
	Provide detail


[bookmark: _Toc11161880]4.5 - Lawful and Fair Processing 
Lawful Basis for processing Ordinary Personal Data 
Please tick which Article 6 GDPR lawful (legal) basis applies to your research project. 
	Consent (required by parent/guardian if children under the age of 18 are taking part) 
	☐  

	Public interest or exercise of official authority 
(Recommended for University research)
	☐  

	Legitimate interests (if collaborating with a company) 
	☐  


[bookmark: _Toc33276464]Condition for processing Special Category Data (Sensitive Personal Data)
If you are also processing special category personal data then, in addition to the Article 6 lawful basis, you must also satisfy one of the conditions as set out under Article 9 GDPR. Please tick which condition applies.
	Explicit Consent (required by parent/guardian if children under the age of 18 are taking part)
	☐  

	Information that has been already made public by data subject
	☐  

	Archiving purposes in the public interest/ Scientific or Historical Research purposes / Statistical purposes (Recommended for University research)
	☐  


[bookmark: _Toc33276465]




4.6 - Data Storage and Data Security 
In addition to the information that you have provided in Parts 1 to 3 above, please provide further detail on the following:
	1. When will the key to re-identify participants be deleted? (where applicable)
Please consider that data should be stored as long as necessary but as short as possible. If data is to be kept longer, there should be periodic review to ensure it is still necessary.
	Provide detail

	2. Are you using any software or applications to collect or analyse data? 
	☐  Yes
☐  No
If yes, provide detail:
☐ MS Teams
☐  Zoom
☐  SurveyMonkey
☐  Qualtrics
☐  SPSS
☐  Python
☐  Other – provide detail



	3. What access controls do you have in place to safeguard project data? (role or location) 
· If role-based access, provide information on the role(s) that can access data
· If location-based access, what physical security measures are in place? (e.g. locked doors, swiped access, locked cabinets)
· Indicate how events are logged and how long this log is kept
	Provide detail


[bookmark: _Toc99790752][bookmark: _Toc99790748][bookmark: _Toc33276466]
4.7  Data Subject Rights
Participants have rights in relation to their personal data. These are set out under Chapter 3 of the GDPR
	1. How will you action requests from individuals (or someone acting on their behalf) for access / amendment / restriction to the use of their personal data? 
	Provide detail


	2. Do you have a procedure in place if an individual wishes to withdraw their consent to take part in the study, and wishes no further use of their personal data?
	Provide detail

	3. Are there any limitations on participants rights? For example, their right to withdraw might be restricted if you are about to publish. Are any restrictions clear to participants from your information leaflet?
	Provide detail


[bookmark: _Toc7104617][bookmark: _Toc33276470]
Part 5 - Data Protection Checklist for Health Research
As your project relates to health research, then you must comply with the requirements of the Health Research Regulations 2018 (as amended).
If you intend to seek a Public Interest Waiver from the Health Research Consent Declaration Committee (HRCDC) please review the guidance notes which are  available to download from the HRCDC website before proceeding further. 
Any submission to the HRCDC must be reviewed in advance by the RDPO at researchdpo@tcd.ie 
Please complete the Y/N boxes below and provide detail as appropriate
	Checklist – Have you completed the following?
	
	Detail 

	Obtain ethical approval for the health research by a research ethics committee Regulation 3 (b) (i);
	Y/N
	Insert date of submission or date of approval and details of ethics committee 

	Identify and document the data controller, joint controllers and data processors Regulation 3 (b) (ii) (iii) (iv);
	Y/N
	Insert names of all controllers or processors 

	Ensure relevant contractual arrangements are in place. Regulation 3 (b) (iii), Article 26 GDPR and Article 28 GDPR;

	Y/N
	Provide draft contract if available  

	Identify and document funding bodies or any other organisation that supports the project. Regulation 3 (b) (v); 
	Y/N
	Provide details of any funding organisation or other body providing in kind assistance 

	Identify third parties with whom data will be shared even if pseudonymised and/or anonymised. Regulation 3 (b) (vi);
	Y/N
	List all (even if data that will be shared is anonymous data) 

	Ensure all members of the research team have completed data protection training Regulation 3 (b) (vii) and Article 32 GDPR
	Y/N
	As per Part 2 above (training) 

	Ensure you only use the minimum data necessary to carry out the research. Regulation 3 (c) (iii) and Article 5 (1) (c) of the GDPR ;
	Y/N
	As Per Part 2 above  ( Data Minimisation)

	Implement controls to limit the access to the personal data and controls to log whether and by whom the   data has been consulted, altered, disclosed or erased and by whom. Regulation 3 (c) (iv); and (v) and Article 28 GDPR

	Y/N
	As per  Part 2 above ( Data Security ) and Part II.  

	Implement security measures to protect the personal data Regulation 3 (vi)and (viii) and Article 32 GDPR
	Y/N
	As per Part 2  above (Data Security)  and Part II.  

	Arrangements to anonymise, archive or destroyed when the research has been completed. Regulation 3 (c) (vii) and Article 5 (1) (e)
	Y/N
	See Part 2  (Data Storage)  

	Ensure arrangements in place to ensure data is processed in a transparent manner Regulation 3 (d) and Article 5 (1) (a) GDPR 
	Y/N
	See PIL and ICF and Section A. (Transparency)  

	Obtain explicit consent for the processing of personal data for the health research, recorded and retained by the controller, and a copy of which is provided to the data subject prior to the commencement of the health research in accordance with international best practice on the ethical conduct of health research (which includes informed consent, transparency and independent ethical oversight) for the processing of his or her personal data for the purpose of specified health research, either in relation to a particular area or more generally in that area or a related area of health research, or part thereof. Regulation 3 (e) as amended
	Y/N
	As per Section A  (Purpose Limitation) and in line with PIL And ICF


[image: ]Data Protection Impact Assessment (Health Research)

[bookmark: _Hlk150165754]Part 6 - Processing Risks 
Describe the source of risk and nature of potential impact on individuals as well as implemented or suggested solutions / mitigating actions. 
Include associated Compliance and Corporate risks as necessary. It is common to use a RAG matrix rating system for assessing risk. RAG stands for red, amber, green. To achieve a RAG rating, each risk first needs . likelihood and impact score. Each risk will be RAG rated by taking the likelihood and impact scores, and using the matrix below.Likelihood
Impact
1 - Rare
2 - Unlikely
3 - Possible
4 - Likely
5 – Highly Likely
1 - Negligible
2 - Minor
3 - Moderate
4 - Major
5 - Critical
5
4
9
20
15
12
10
16
8
4
2
1
4
3
2
5
6
8
3
10
6
15
20
12
25


Risks to individuals - Examples
· Hacking of computers where study data is stored. 
· The context in which information is used or disclosed can change over time, leading to it being used for different purposes without people’s knowledge.
· Incorrect or overuse of individuals’ data.
· Lack of transparency,  fairness or lawfulness of processing activities.
· Failure to explain effectively how data would be used.
· New surveillance methods may be an unjustified intrusion on their privacy.
· Measures taken against individuals as a result of collecting information about them might be seen as intrusive.
· Personal data being used for automated decision making may be seen as excessively intrusive.
· The sharing and merging of datasets can allow organisations to collect a much wider set of information than individuals might expect.
· Identifiers might be collected and linked which prevent people from using a service anonymously.
· Vulnerable people may be particularly concerned about the risks of identification or the disclosure of information.
· Collecting information and linking identifiers might mean that an organisation is no longer using information which is safely anonymised.
· Anonymisation techniques chosen may turn out to be ineffective.
· Use of technology capable of making visual or audio recording may be unacceptably intrusive.
· Information, which is collected and stored unnecessarily, or is not properly managed so that duplicate records are created, presents a greater security risk.
· If a retention period is not established information might be used for longer than necessary.


Compliance risks
· Non-compliance with the common law duty of confidentiality.
· Non-compliance with the Data Protection Acts 1988- 2018/ General Data Protection Regulation (GDPR), Privacy and Electronic Communications Regulations (PECR).

[bookmark: _Toc512506686]Associated organisation / corporate risks
· Non-compliance with the data protection or other legislation can lead to sanctions, fines and reputational damage. 
· Failure to adequately conduct a DPIA where appropriate can itself be a breach of the GDPR.
· Data breaches regarding privacy and personal data are likely to cause reputational risk to the University.
· Problems which are only identified after the study has commenced are more likely to require expensive fixes.
· The use of biometric information or potentially intrusive tracking technologies may cause increased concern and cause people to avoid engaging with Trinity College.
· Public distrust about how information is used can damage Trinity’s reputation and lead to a reluctance on the part of individuals to trust us, and to take part in our research projects. 
· Data losses which damage individuals could lead to claims for compensation.
· Problems with data protection in the research project design identified late in the design process, or after completion, may be expensive and cumbersome to fix.
· Unnecessary processing and retention of information can also leave you at risk of non-compliance with the GDPR.
· Any harm caused to individuals by reason of mishandling of personal data may lead to claims for compensation against the University. 

Different projects carry different risks, and these should be considered. The above examples are a guide, not an exhaustive list. 
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Processing Risks - Table
Describe the source of risk and nature of potential impact on individuals as well as implemented or suggested solutions / mitigating actions.
Delete examples if not appropriate to your project and include any other risks that you have identified that are not included as examples.  
Use the RAG matrix  above to help calculate the risk. 
	[bookmark: _Hlk8227045][bookmark: _Hlk33279104]Risk detail
	Risk likelihood
(1 – 5)
	Risk severity
(1 – 5)
	Risk 
score
(1 – 25)
	Solutions / Mitigating Actions
	Solutions / Mitigating actions implemented?
	Residual risk 
(Unchanged / Reduced / Eliminated)
	New score

	EXAMPLE
Breach of data held electronically by “hackers
	e.g. 4
	e.g. 4
	e.g. 16
	All computers storing data will be password protected. The external hard drive and remotely accessible computer will be encrypted and locked in an office on Trinity’s campus. Access is restricted to designated staff only.
	Yes
	Reduced
	e.g. 8

	EXAMPLE
Data may be kept longer than required in the absence of appropriate policies.
	
	
	
	All the electronic documents will be deleted and destroyed after a period of [INSERT] months / years in accordance with standard University procedures.
	
	
	

	EXAMPLE
Information, which is collected and stored unnecessarily, or is not properly managed, so that duplicate records are created, presents a greater security risk.
	
	
	
	All digital files (all data collected during the study) in an external hard drive computer. A back-up copy of files will be retained on OneDrive cloud storage platform. A single file (Excel format) linking the codes to data subjects will be encrypted (using 256-bit keys (AES-256) encryption software) and will be held by the project owner. 
	
	
	

	EXAMPLE
Non-compliance with the common law duty of confidentiality.
	
	
	
	Information and consent forms will explicitly inform participants that their data will be kept confidential but will emphasise the statutory limitations of confidentiality. Confidentiality may be breached in circumstances in which the research team has a strong belief or evidence exists that there is a serious risk of harm or danger to either the participant or another person. Disclosure may be required as part of a legal process or Garda investigation. In such instances, information may be disclosed to significant others or appropriate third parties without permission being sought from the participant.  Where possible, a full explanation will be given to the participant regarding the necessary procedures and also the intended actions that may need to be taken.
	
	
	

	EXAMPLE
The context in which information is used or disclosed can change over time, leading to it being used for different purposes without participant’s knowledge.
	
	
	
	Participant’s data will not be subject to further processing that is incompatible with the purpose of the present study.
PIL will make participants aware of how data is processed.
	
	
	

	EXAMPLE
Inappropriate disclosure of personal data internally within your organisation due to a lack of appropriate controls being in place.
	
	
	
	Access is restricted to designated staff only.
Only TCD approved systems will be used for sharing of information internally. 
	
	
	

	EXAMPLE
Accidental loss of electronic equipment by organisation’s personnel may lead to risk of disclosure of personal information to third parties.
	
	
	
	
	
	
	

	EXAMPLE
Vulnerable individuals or individuals about whom sensitive data is kept might be affected to a very high degree by inappropriate disclosure of personal data.
	
	
	
	All computers storing data will be encrypted. Access is restricted to designated staff only. Access is via 2FA. Key code is kept separately to research data to mitigate any inappropriate disclosure. Access is restricted to limited members of research team. 
	
	
	

	EXAMPLE
Personal data being used in a manner not anticipated by data subjects due to an evolution in the nature of the project.
	
	
	
	PIL will ensure  that individuals are fully informed about how their information will be used.
	
	
	

	EXAMPLE
Information released in anonymised form might lead to disclosure of personal data if anonymisation techniques chosen turn out not to be effective.
	
	
	
	Anonymisation techniques will follow DPC guidance and be kept under review. 
	
	
	

	EXAMPLE
Personal data being used for purposes not expected by data subjects due to failure to explain effectively how their data would be used.
	
	
	
	PIL will ensure  that individuals are fully informed about how their information will be used.
	
	
	

	EXAMPLE
Merging of datasets may result in a data controller having far more information about individuals than anticipated by the individuals.
	
	
	
	Only information which is necessary for the research project will be collected. 
	
	
	

	EXAMPLE
Merging of datasets may inadvertently allow individuals to be identified from anonymised data.
	
	
	
	Research team undertake not to seek to identify individuals if datasets are received from third parties. 
	
	
	

	EXAMPLE
Use of technology capable of making visual or audio recordings may be unacceptably intrusive.

	
	
	
	Explicit consent to take part in visual and audio recording will be taken. Audio and/ or video is retained for minimal period of time until transcript is verified. Audio is then securely deleted. 
	
	
	

	EXAMPLE
Data unnecessary for the project may be collected if appropriate policies not in place, leading to unnecessary risks.
	
	
	
	Only minimal data is collected. All data is necessary for the project and has to be justified in the DPIA. 
	
	
	

	EXAMPLE
Data may be transferred to countries with inadequate data protection regimes.
	
	
	
	No data will be transferred outside of EEA without consultation with the DPO’s office and appropriate mechanism being in place. 
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DPO Feedback
	DPO – comments / feedback on information provided

	1. 

	2. 

	3. 

	4. 

	5. 

	6. 

	7. 

	8. 

	9. 

	10. 


[bookmark: _Toc33276473]
Disclaimer
This material contained in this template contains general information and guidance only. Please note that this guidance does not constitute legal advice and is provided for general purposes only. Neither is it intended to provide a comprehensive or detailed statement of the law.
No liability whatsoever is accepted by Trinity College Dublin, the University of Dublin for any action taken in reliance on the information contained in this guidance. You should not act, or refrain from acting, on the basis of any information provided in this document. Rather, you should always seek specific legal or other professional advice. Any and all information is subject to change without notice. 
[bookmark: _Toc33276474]Template Version Control
	Reference
	Date
	Author

	Version 4.0
	November 2023 
	Trinity College RDPO, DP Executive, DPO
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