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Introduction

Some research projects will require
assessment/review from the Trinity College Data
Protection Office ('DPQ’) in addition to ethical
review. This is necessary to ensure compliance with
relevant legislation.

If your research requires a data protection
assessment, it will take longer for your project to be
approved. Please take this into account when
planning your project timeframe.

There are EIGHT SCREENING QUESTIONS included
in REAMS (see below) which will prompt you to
contact the DPO for a DATA PROTECTION (‘DP’)
REVIEW.

Please review the DP ASSESSMENT CHECKLIST
before completing the DP REVIEW.

Depending on the DPQ'’s assessment of the data
protection risk involved, you may also need to
complete a DATA PROTECTION IMPACT
ASSESSMENT ('DPIA").
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Introduction

When the DPO’s assessment is complete, you

will be provided with a LETTER OF

You will need to upload this to REAMS before

you can proceed further in the REAMS n E s I G N
process.

We advise you to review the eight questions
below and supporting information in advance

. ng Informa Ll

of starting your ethics application on REAMS. it « General
Please review the infographic at the end of this * a * gat? ti
presentation. e e oclon

* Regulation
* 4 K
You can download the DP_ASSESSMENT
CHECKLIST & DP REVIEW templates here.

If you would like to discuss any potential data
protection implications relating to your
research project, please contact
dataprotection@tcd.ie to schedule a meeting.
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Questions 1-3 (of 8)

Please review the infographic at the end

Question 1 (REAMS reference number: 2.1.8)

Could the research have detrimental legal, economic or
social consequences for either the participant or their
establishments?

a VYes
d Ao

If you answer / tick ‘Yes' in response to this question your
ethics application will be paused, and you will be directed to
contact the Data Protection Office to complete a DP
REVIEW.

Question 2 (REAMS reference number: 2.1.9)
Intentions of the studly: Does the project..

Q /nvolve deception

Q Explore a topic that is potentially intrusive or is
research that is harmtul or may endanger
participants

If you tick either box your ethics application will be paused,
and you will be directed to contact the Data Protection
Office to complete a DP REVIEW.
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Data Protection Assessment Checklist for Researchers

Please review this Checklist for Trinity Researchers befors submitting = Data Protction Review (‘DF Review’) or Data
Protection Impact Assessment {'DPIA’) to the College Data Protection Office ('DPO') - dpo.admin@tcd e - for
assessmant as part of your ethics application procass. You must complete and send this Checklist to the DRO togather
‘with your completed D Review / DA document.

These docLmnts sccampeny the sppraved Calizge Participant Information Leaflet (P1) and informed Consent Farm
(1EF'} temiplates. All templates are available at www tcd ie//dataprotection trinitycollezstemplates

Incomplete documents will be returned without assessment.

Question Y/N

1. Are you using the correct templates?

= Flease ensure you are using the most up-to-date Trinity Collsgs templates (OF
Review/DFIAPIL/ICE) - available via the DFO website (link above).

® ifyou are unsura if 3 DP Revlewor DA s sutoms n: ||,' required plesse reviaw the
guldan(e avzilable at: hitps/www e our-

obligstions/dste-protection-impact-

* 1f you have zlrezdy completed 2 Site / Hospital DPIA plase provide this instzad

2, Have you included the relevant supporting documentation?
*  DF Review:

»  There s na requirement to include the PIL and ICF for your study with your OF Review
for The CFO may requast thess dl the process
+ DEs

®  Ensure that you include your study's PIL and ICF with your DRIA for assessment -
required.

®  Datail your recruitment stratagy in the DPIA & include =l relevant materials with your
submission - i.2. posters, invitation letters, debriefing sheets etc

3. Have you completed data protection training and included the relevant training
certificates?
= Includs up-to-date data protection training cartificates for all membars of the ressarch tzam
named in the DP Review/DPIA. Certificates more than two years old are considered out of
date and will net be accepted.

» The oniine Trlnlry Colleg training Modules (saff and student modules] 3re suaiable
via: https://www.tcd je, aprotection/training/

4. Areyou storing the research data securely?
# Conzider and describe in detail where you will store your research dam.

Reviewthe guidance from Trinity IT Services on Research Data collection and Storage -
availeble viz the College Cyber Sacurity website:
s ueww ted iejcybersecurity/resources/ research-data collection-and-storsge/

5. Have you established how long the research data will be retained?

+  Determine an spproprizte retention period for your research dats and describe
dalation/archiving procasses.

. Oonslderthe cal Ie;e Data Retertion guitance - available via the PO website:
hitps:/, [retention;’




QueStiOnS 4—6 (Of 8) Please review the infographic at the end

Question 3 (REAMS reference number: 2.2.9)

Does the research require a Consent
Declaration form as defined by the Health et s
Research Regulations 2078? T

Instruction

Data Protection Review

Please complete all four parts of this document to provide detail on how and why personal data will be
D yE'S processed for your ressarch study 2nd to determine if further assessment from the Trinity Collegs Data
Pratection Offica will be required. Fleasa rsmamber that data protaction legislation, and this document,
spplies to the processing of ‘personal dats' (including pseudonymissd personal data) only. Data protection
D NO |aw does not apply to anonymous data or irevocably anonymisad data. Further information is avsilable here.
You must rzturn the completed documant to the Data Protection Office to receive feedback and instruction
before you progress with your ethics application. I you have already completed 2 site DPIA please provide

If you tick "Yes' in response to this question o s

Please return the completed document (Word Doc format) to doo.adminted.ie and title your email

your ethics application will be paused, and T e

/A Data Protection Impact Assessment (‘DPIA’) may be required, based on the information provided.

you Wi | | be d i rected to Conta Ct the Data Itis the responsibility of the Reszarch Supervisor / Supervisor / Principal Investigator to ensure that

information provided in this document is accurate and of sufficient quality to enable the DPO's office 1o
. . conduct zn effective review.
Protection Office to complete a DP REVIEW. R —

Part 1 - Submissicn Information

Title of study [Provide datail)

Question 4 (REAMS reference number: 2.2.14) JE— [—
Relevant Research Ethics Committes (REC) [Provide detsil)

Which of the following best describes the e
general characteristics of the target p— p—

Supervisor [ Principal Investigator (Insert namz}
. 2 (if not Researchar namad above)
p Op U/al‘lon Email zddress {Provide detail)
. oy Plaass tick all that apply. O Student Project | [J Staff Project
Q Adults at risk of vulnerability S| e
D Ch /d O pho O mon-Funded
/ ren Description of study {Provide detsil - maximum 300 words)

If you tick either box your ethics application
will be paused, and you will be directed to
contact the Data Protection Office to
complete a DP REVIEW.
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QueStiOnS 4—6 (Of 8) Please review the infographic at the end

Question 5 (REAMS reference number: 2.2.18)
Was a DPIA required at any of the sites/ sources?

4 Yes
a Mo

If you tick "Yes' in response to this question your ethics application will be paused, and you will be directed to contact
the Data Protection Office to complete a DP REVIEW.

Question 6 (REAMS reference numbers: 2.4.12 & 2.4.13)

2.4.12 - Does your research involve the collection or analysis of data from social media platforms (e.g. X/Twitter,
Facebook, Instagram, TikTok, Linkedln, blogs)?

4 Yes
a Mo

2.4.13 -If 'Yes, please indicate whether any of the following apply:

a. Data includes private, restricted, or closed-group content

b. Data relates to sensitive topics or special category data (e.g. health, political views)
¢. Data will be combined with other aatasets or used beyond the original context

d. Data collection involves systematic or large-scale monitoring

e. Data includes profiling, behavioural analysis, or identification of individuals

f. Other (recruitment etc,)

If you tick 'Yes' and indicate that a, b, ¢, d or e apply then your ethics application will be paused, and you will be
directed to contact the Data Protection Office to complete a DP REVIEW.
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Questions 4-6 (of 8)

Please review the infographic at the end

Question 7 (REAMS reference number: 10.2.2)

How many participants’ Personal Data is being
processed in this project? :

Q <700
Q >700

If you tick ">100" your ethics application will be
paused, and you will be directed to contact the

Data Protection Office to complete a DP REVIEW.

Question 8 (REAMS reference number: 10.2.4)

Does the project involve processing of special
category data or data relating to criminal
convictions andyor offences (sensitive personal
data)?

4 Yes
a Mo

If you tick "Yes' in response to this question your
ethics application will be paused, and you will be
directed to contact the Data Protection Office to
complete a DP REVIEW.
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Dat= Protection Impact Assessment {Health Research}

Data Protection Impact A ient (Health Research)

Introduction - Please read carefully
The purpcse of a DPIAis to sssess and demonstrate compliance with data pratection legisiation.

The DPIA provides evid that risks to indivi have besn considersd and sufficient
measures have been taken to protect those individuals.

The DFIA should messurs the processing sctivity 1o b carrisd out against each of the Frinciples of dats
protection and determine whether the processing of personal data for the purposes of the Project is bath
necessary and propartionate or whether changes to the process or additional centrols are required.
Please complete all six parts of this decument to provide detail an how and why persons! data will b=
processed for your ressarch study to recaive feadback from the Trinity College Data Protaction Offics
['DRCY) an any risks identified and recommendations on the actions or cantrals nesded to address those
risks. An incomplete decument will be retumed without review.

Please remember that dats protection legislation, and this document, applies to the processing of ‘personal

data’ (including psaudonymised personal dats) only. Datz protection lzw does not apply to anonymous dats
or irravacably anonymisad data. Further infermation is available hers.

You must rturn the completad dacument to the DPO to receive feedback and instruction befors you
progress with your ethics spplication. If you have already completed a site DPIA please provide this instesd.

The DPIA should be updatad to reflect any material changes to the processing 3s the Project progresses

Al Trinity-controllad parsonal dat, including data processed using third party systems, must be processed
in compliznce with the University's Data Protection Policy, IT and Cyber Security Policy, Records
Policy and Clowd Computing Palicy and Gui [if appropriats).

Note: Ressarch which invoives collsboration or partnership with other organisations (= . other
universitiss, hospitals, private sactor companies etc.) must bs spproved by the university ressarch
contracts office |rescon@ted.ie).

Please retumn the completed DFIA document [Word Dec format) to dpo.admingted.ie and title your
email ‘DATA PROTECTION IMPACT ASSESSMENT - RESEARCH'.

attach separztely all relevant supporting documentation (2.5, Invitation to take part, Participant
Infarmation Laaflet 'PIL’), Consent Form ['ICF')}. The approved university templates are available here.

It s the respansibility of the Research Supenvisor / Frincipal Investigator to

*  ensurs that information provided to the DPO is aceurate and of sufficient quality to enable the
DFO to conduct &n assessment; and

*  ensure that the required controls are put in place to mitigat risks arising from the processing.

DPO advice accepted: Yes/ No Date: ==

Iz Insert Nama Pi Signature: Insert Siznature




Infographic

Question 1
(REAMS ref #
2.1.8)

Detrimental
legal,
economic or
social impact
on
participant
or
institution?

Tick ‘Yes’

Question 2
(REAMS ref #
2.1.9)

Deception,
(o]
intrusive/har
mful
research?

Tick either
box

Application paused.
Applicant directed to

dataprotection@tcd.ie
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Question 3
(REAMS ref #
2.2.9)

Consent
Declaration
required
(HRR 2018)?

Tick ‘Yes’

DP Review / possible

DPIA required

Question 4
(REAMS ref #
2.2.14)

Target
population:
at-risk adults
or children?

Tick either
box

Question 5
(REAMS ref #
2.2.18)

DPIA
required at
any site or

source?

Tick ‘Yes’

Letter of Completion
received from DPO

Question 6
(REAMS ref #
2.4.12,2.4.13)

Social media
data
collection or
analysis?

If ‘Yes’, see ‘a—f’

Question 7
(REAMS ref #
10.2.2)

Participants'
data: <100
or >1007?

Tick ‘Yes’ +
‘a,b,c,dore’
apply

Upload Letter of
Completion to REAMS

Tick >100’

Question 8
(REAMS ref #
10.2.4)

Special
category or
criminal
offence
data?

Tick ‘Yes’

Application resumes
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You can download the DP ASSESSMENT CHECKLIST & DP REVIEW
templates here

If you would like to discuss potential data protection
implications relating to your research project in advance of
starting your ethics application, please contact
dataprotection@tcd.ie to schedule a meeting

tcd.ie/dataprotection
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