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Overview 
• Social now means professional too 

• Who am I online? 

• Guidelines for professional online behaviour 
– Privacy 

– Images 

– Points of view 

– Cyberbullying 

– Geotagging & personal safety 

• Safety with different forms of social media 
– Facebook 

– Linked in 

– Twitter 

– Flickr 

– YouTube 

 



“Social media consists of the internet or web-
based technologies that allow people to connect, 
communicate and interact in real time to share 
and exchange information.” (Rowe, 2011). 

http://www.nvnurses.org/Main-Menu-Category/News-events/RNFormation-/RNInfo-Archives/RNformation-February-2011.pdf


What types of social media do you 
use? 



What do you use it for? 

 

Friends, family, photos, chat, video 

  



Social media is now not just social but 
it is used in a professional context 

 

• This may impact on you when 

– Applying for a graduate programme  

– You start looking for a job  

– You want a promotion 

– You want to keep all of the above 

 





Who am I? 

• Separate your professional and private life in 
social media 

– A private persona where you share your life with 
friends and family 

– A professional persona where you comment, blog 
tweet with colleagues and other professionals 



Guidelines for professional online 
behaviour 

• Privacy - Keep your personal and professional 

life separate. Check your privacy settings and respect 
privacy of others. 

• Person-free; patient-free; patient confidentiality 

• Protect yourself  

• Images - Protect your professionalism, your 

reputation and yourself. 

 



Privacy & medical data 
• Issue of online privacy means the ability to control 

patient/client data in a manner that respects the dignity and 
autonomy of the user. 

• Patient privacy breaches can cause much greater harm when 
occurring online than when face-to-face given the potential 
wide reach of social media and the permanency of digital 
information. 

• Never discuss patients in any social media without prior 
consent or due notice to the environment you are posting in. 

• Keep under review your privacy settings for each of your 
social media profiles. 
• But be aware that this cannot guarantee confidentiality whatever 

privacy settings are in place. 

 



The patient and you 

• Never accept a request to “friend” a patient 

• Having a so-called dual relationship with a patient — that is, a 
financial, social or professional relationship in addition to the 
therapeutic relationship — can lead to serious ethical issues 
and potentially impair professional judgment.  

 

You need professional boundaries  

to do your job well. 



Patient Confidentiality 

• Many midwives use professional social media sites that are 
not accessible to the public. Such sites can be useful places to 
find advice about current practice in specific circumstances 

• Although individual pieces of information may not breach 
confidentiality on their own, the sum of published 
information online could be enough to identify a patient or 
someone close to them.  

• You must not use publicly accessible social media to discuss 
individual patients or their care with those patients or anyone 
else 



Images 

• If you post images of yourself and others on Flickr, Facebook, 
or Friendsfeed  - they are “on the record” and are part of your 
digital imprint 

• Consider what lasting image you want to have professionally 

• With separate personal and professional accounts it is easier 
to manage this image 

 



What you post can detrimentally 
impact on your professional image 



Image safety 

• If you are ‘tagged’ (a link to your name) in inappropriate 
photos, updates or messages that other people post online or 
if you’re linked in any way to pages or groups that have 
unprofessional or illegal content 

 

you need to take action.  
 

Remove the links, ask to be ‘un-tagged’, request the photos be 
removed and report illegal or abusive content. 



Personal Points of View 

• Consider the implications of what you’re posting.  

• Never post personal opinions on patients, colleagues or your 
place of work 

• Avoid posting in haste or in anger.  

• Don’t respond to other posts in haste. 

• Beware of expressing extreme points of view  

– deleting information is not sure-fire protection it is almost 
certainly still stored somewhere in cyberspace,                         
and theoretically permanently accessible. 





… a sting in the tail 

• When using social networking sites, think before making 
offensive comments or jokes, sharing information about 
unprofessional activities (e.g. involving alcohol or drugs), 
or joining or creating groups that might be considered 
derogatory or prejudiced.  

• Although online groups or web-rings may seem 
innocuous, other people will not always treat the group 
with the same humour 

 



Cyberbullying 

Lewis identifies the following bullying 
acts in UK nursing: 

undermining of work continual criticism 

disadvantaging the target demeaning 

verbal abuse destroying confidence 

isolating individuals fabricating complaints 

Setting up to fail 

Cyberbullying is the use of Information Technology to harm or harass other 
people in a deliberate, repeated, and hostile manner. All of the above traditional 
forms of bullying can occur in a virtual environment 



Cyberbullying 

• Cyberbullying can be as simple as continuing to send e-mails 
or text messages harassing someone who has said they want 
no further contact with the sender.  

• It may also include public actions such as repeated threats, 
sexual remarks, pejorative labels (i.e., hate speech) or 
defamatory false accusations), ganging up on a victim by 
making the person the subject of ridicule in online forums, 
hacking into or vandalizing sites about a person, and posting 
false statements as fact aimed a discrediting or humiliating a 
targeted person 

http://en.wikipedia.org/wiki/Threat
http://en.wikipedia.org/wiki/Hate_speech


Responses to cyberbullying 
1. Talk about it  

• Tell someone if you’re the target of cyberbullying. Whether it’s your lecturer or 
tutor, even your best friend, never keep the fact that you’re being bullied to 
yourself 

2. Ignore them  

• If there is an isolated incident where you are being bullied, don’t respond to the 
instigator. Cyberbullies who do not get a response from their target may just move 
on. They are looking for a response—don't give it to them!  

3. Never retaliate  

• Be the bigger person and never retaliate against a cyberbully. Retaliation only 
further perpetuates the cycle of  violence, and does nothing to solve the problem. 
Plus, if you retaliate you could get into trouble for what you are doing or saying to 
them!  

4. Tell them to stop  

• For repeated bullying, if ignoring the bully doesn’t work, tell them to stop. Let 
them know that what they are doing is hurtful and disrespectful. Be respectful in 
approaching them and never come off in an aggressive manner.  



6. Save the evidence  

• Record all instances of cyberbullying. Print out Facebook messages and emails, 
save text messages, and capture screen shots when cyberbullying occurs. Then 
turn these documents over to your department 

7. Block access to cyberbullies  

• Block cyberbullies from contacting you. If certain people simply cannot reach you, 
it will be more difficult for them to bully you.  

8. Report it to the content provider  

• If you don’t know who the cyberbully is, contact the content provider of the site 
where the cyberbullying is occurring and make a report. The most popular web 
sites (like Facebook, YouTube, and Google) make it pretty easy to report 
cyberbullying. Harassment is a violation of the terms of service of all reputable 
web sites.  

9. Never pass along messages from cyberbullies.  

• Don’t be part of the problem, be part of the solution 

10. Call the police  

• If you feel your safety (or the safety of someone else) is in danger, call the police 
immediately 

 





Remember… 

• the permanency of digital information.  

 

Everything you do online is potentially 
searchable – make sure it is the image of 

yourself you want to present 



Geotagging & personal safety 

• Geotagging is adding geo-location metadata to an image or 
social media post 

• Programs using geotagging include Instagram and foursquare  

 
Be warned: 

– while you are letting friends and families know where you 
are with your posts, you are also at risk from burglars and 
cyberstalkers. 
 

 



Geotagging 

• Your photos can tell everyone who’s watching 
them 
– where you live 

– where you spend your time 

– when there is no-one home 

– where you park your car 

– and other information that you wouldn’t want to tell 

You open yourself up to cyberstalking and put your 
personal safety at risk 

 



Geotagging 



Geotagged safety 

• Don’t publish photos directly from your phone (only use a 
camera without GPS module) 

• If you plan to publish photos taken with your phone, convert 
them to PNG file format and publish them from your desktop 
computer 

• Don’t post on Twitter, Facebook, Instagram, or any other 
social media service from your cell phone. If you do, change 
the permissions of your cell phone to not report GPS 
coordinates to these applications. 

 



What does this mean? 

• Think before you post – where is this stuff going? 

• Do I really want to share it? 

• Who do I want to share                                                                               
it with? 

• Will this post have                                                                        
implications on my future?  

 



The digital you and the future 

• Recruiters are increasingly screening potential employees 
online.  

• Employer surveys have found that between one-fifth and two-
thirds of employers conduct internet searches, including of 
social  networking sites, and that some have turned down 
applicants as a result of their searches 

   

  Think before you post! 

 



Real life examples 

• an employer who turned down an applicant after discovering 
that he had used Facebook to criticise previous employers and 
disclosed company information 

 

• a doctor who missed out on a job because the doctor’s online 
activities revealed an interest in witchcraft 

 

• and a female psychiatrist who failed to gain employment after 
a recruiting agency found explicit pictures on MySpace of her 
intoxicated 

 



How to play it safe… 

http://www.google.com/imgres?imgurl=http://www.nuigalway.ie/microbiology/cpoblab/gamidi/images/flickr-rss.jpg&imgrefurl=http://www.nuigalway.ie/microbiology/flickr.html&usg=__X_h6IzvYd0-VUQlieZR06IFdJaE=&h=400&w=500&sz=60&hl=en&start=3&zoom=1&um=1&itbs=1&tbnid=zMhASjWnHRClNM:&tbnh=104&tbnw=130&prev=/search?q=Flickr&um=1&hl=en&rls=com.microsoft:*:IE-SearchBox&rlz=1I7GGLJ_en&biw=1131&bih=612&tbm=isch&ei=_MLHTarGMo2WhQfxy6ifBA
http://www.google.com/imgres?imgurl=http://scm-l3.technorati.com/10/09/17/18465/Facebook-icon.png&imgrefurl=http://technorati.com/blogging/article/facebook-defends-against-allegations-of-facebook/&usg=__It5GJZGwdaDdc5F9sPoxzzK36vQ=&h=512&w=512&sz=44&hl=en&start=2&zoom=1&um=1&itbs=1&tbnid=5DyhH8M7S3rMYM:&tbnh=131&tbnw=131&prev=/search?q=facebook&um=1&hl=en&rls=com.microsoft:*:IE-SearchBox&rlz=1I7GGLJ_en&biw=1131&bih=612&tbm=isch&ei=cMLHTYCDNYyzhAfF5f2XBA
http://soshable.com/wp-content/uploads/2011/03/LinkedIn-Logo.png
http://www.google.com/imgres?imgurl=http://collegestore.hws.edu/storeImages/81-98-Twitter-Logo.png&imgrefurl=http://collegestore.hws.edu/&usg=__WZIhpKQ4WHIPwQT_1NorCB1cTd0=&h=367&w=367&sz=142&hl=en&start=3&zoom=1&um=1&itbs=1&tbnid=z4vosMNPNlbTIM:&tbnh=122&tbnw=122&prev=/search?q=twitter&um=1&hl=en&rls=com.microsoft:*:IE-SearchBox&rlz=1I7GGLJ_en&biw=1131&bih=612&tbm=isch&ei=usLHTbKFPIuwhAemlJSVBA
http://www.google.com/imgres?imgurl=http://thenextweb.com/socialmedia/files/2010/07/youtube_logo.png&imgrefurl=http://thenextweb.com/socialmedia/2010/07/04/youtube-hacked-justin-bieber-videos-targeted/&usg=__7oUtI78sGWKuLgOYAELv_b18AhM=&h=354&w=612&sz=35&hl=en&start=2&zoom=1&um=1&itbs=1&tbnid=Aba7FUNYg1t7oM:&tbnh=79&tbnw=136&prev=/search?q=YouTube&um=1&hl=en&sa=G&rls=com.microsoft:*:IE-SearchBox&rlz=1I7GGLJ_en&biw=1131&bih=612&tbm=isch&ei=IcPHTe6HMMfChAeshJyYBA


Facebook 

• Set up multiple Facebook accounts 

• Use an alias 

• Divide up your friends or fan base  

• Check your privacy settings in Facebook 

• Edit settings to block posts to different users 

 

http://www.google.com/imgres?imgurl=http://scm-l3.technorati.com/10/09/17/18465/Facebook-icon.png&imgrefurl=http://technorati.com/blogging/article/facebook-defends-against-allegations-of-facebook/&usg=__It5GJZGwdaDdc5F9sPoxzzK36vQ=&h=512&w=512&sz=44&hl=en&start=2&zoom=1&um=1&itbs=1&tbnid=5DyhH8M7S3rMYM:&tbnh=131&tbnw=131&prev=/search?q=facebook&um=1&hl=en&rls=com.microsoft:*:IE-SearchBox&rlz=1I7GGLJ_en&biw=1131&bih=612&tbm=isch&ei=cMLHTYCDNYyzhAfF5f2XBA


Facebook 

• Think before adding a friend to a certain account 

• Untag any or all photos of yourself                         
that you don’t want people to see – 
immediately!! 

• Ensure your settings notify you of                   any 
tags associated with you 

 

http://www.google.com/imgres?imgurl=http://scm-l3.technorati.com/10/09/17/18465/Facebook-icon.png&imgrefurl=http://technorati.com/blogging/article/facebook-defends-against-allegations-of-facebook/&usg=__It5GJZGwdaDdc5F9sPoxzzK36vQ=&h=512&w=512&sz=44&hl=en&start=2&zoom=1&um=1&itbs=1&tbnid=5DyhH8M7S3rMYM:&tbnh=131&tbnw=131&prev=/search?q=facebook&um=1&hl=en&rls=com.microsoft:*:IE-SearchBox&rlz=1I7GGLJ_en&biw=1131&bih=612&tbm=isch&ei=cMLHTYCDNYyzhAfF5f2XBA


Examples in the news 



• This is a professional networking site which allows 
you to: 
– Follow professional organisations and ideas 
– Hear about new job roles 
– Track job role changes across your discipline 

• Be very selective with who you add 
• Use other colleague’s connections to expand your 

network – not your list of friends 
• Only post on professional topics in this environment 
• Add your CV in this area to attract interest for your 

professional development 
 

http://soshable.com/wp-content/uploads/2011/03/LinkedIn-Logo.png


• Use twitter to: 
–  follow conference threads 
– Chat to peers around a common event or theme 
– Find like minded individuals doing the same research 

• Use two accounts 
– divide professional & private 

• Use hash tags  
– to organise or target comments e.g. #rw11 

• Think before you comment – this happens in “real time” 
and you cant take it back before someone will have read it 

• Track who is following you on a regular basis  
• Weed out followers if needed 

 
 
 

http://www.google.com/imgres?imgurl=http://collegestore.hws.edu/storeImages/81-98-Twitter-Logo.png&imgrefurl=http://collegestore.hws.edu/&usg=__WZIhpKQ4WHIPwQT_1NorCB1cTd0=&h=367&w=367&sz=142&hl=en&start=3&zoom=1&um=1&itbs=1&tbnid=z4vosMNPNlbTIM:&tbnh=122&tbnw=122&prev=/search?q=twitter&um=1&hl=en&rls=com.microsoft:*:IE-SearchBox&rlz=1I7GGLJ_en&biw=1131&bih=612&tbm=isch&ei=usLHTbKFPIuwhAemlJSVBA


• Collate photos and videos and share them with the world 
– Like facebook these images and videos are searchable by 

everyone – be sure you want them up there! 

• Name your friends and family.  
– After that, change the photo privacy settings to allow only 

your friends or family to see the photos 

• Mark your photos and videos as private 

• Control who can see your geotagged photos and videos.  

• Opt out of third-party applications.  

• Ask permission before posting and flagging images you 
may think are “unflattering” for you or your friends 

 

 

http://www.google.com/imgres?imgurl=http://www.nuigalway.ie/microbiology/cpoblab/gamidi/images/flickr-rss.jpg&imgrefurl=http://www.nuigalway.ie/microbiology/flickr.html&usg=__X_h6IzvYd0-VUQlieZR06IFdJaE=&h=400&w=500&sz=60&hl=en&start=3&zoom=1&um=1&itbs=1&tbnid=zMhASjWnHRClNM:&tbnh=104&tbnw=130&prev=/search?q=Flickr&um=1&hl=en&rls=com.microsoft:*:IE-SearchBox&rlz=1I7GGLJ_en&biw=1131&bih=612&tbm=isch&ei=_MLHTarGMo2WhQfxy6ifBA


• YouTube is a fantastic source of research 
materials 
– Use it to watch screen or podcasts from conferences 

– Use it to watch experiments in labs 

– Follow live lectures from key researchers across the 
globe 

– Learn about social media used by researchers 

• Do not post up nights out with your friends at the 
pub or allow yourself to be tagged in a video  

• Do not post up “your special dance” 

 

 

 

http://www.google.com/imgres?imgurl=http://thenextweb.com/socialmedia/files/2010/07/youtube_logo.png&imgrefurl=http://thenextweb.com/socialmedia/2010/07/04/youtube-hacked-justin-bieber-videos-targeted/&usg=__7oUtI78sGWKuLgOYAELv_b18AhM=&h=354&w=612&sz=35&hl=en&start=2&zoom=1&um=1&itbs=1&tbnid=Aba7FUNYg1t7oM:&tbnh=79&tbnw=136&prev=/search?q=YouTube&um=1&hl=en&sa=G&rls=com.microsoft:*:IE-SearchBox&rlz=1I7GGLJ_en&biw=1131&bih=612&tbm=isch&ei=IcPHTe6HMMfChAeshJyYBA


Conclusions 

• Whatever social media you decide to use follow 
these basic rules: 

1. Think before you post 
2. Always check and update your security settings 
3. Untag any images or videos you don’t want seen 
4. Respect your peers privacy 
5. Be safe – never post personal details like 

location, phone numbers, addresses online 
6. Never discuss any patient / hospital in social 

media 



• Social media is open, shared and informal.  

• Privacy, confidentiality and professionalism at 
all times are core nursing and midwifery 
values.  

– you need to respect the legal rights of privacy and 
confidentiality of your patients and colleagues and 
respect the values of your profession at all times. 
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.…now you are ready  for the 
social media highway 


