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A Secure Working Environment for Everyone

Have you had a good look around your work area lately? Is it safe and secure
from intruders and other hazards?

Take a few minutes to check out the security in your office.

. Itis up to every staff member to ensure that only authorised
personnel enter your workplace. If you see a stranger, do not be
afraid to challenge them and request to see their staff or student
ID card.

. If it is necessary to bring items home from the office, remember
that these should be as secure outside your workplace as they are
within it. Please, do not leave important documents or computer
equipment, etc. unattended in your car or around the house.

. Operate a clean desk policy. Clear your desk of sensitive items
when it is unattended and lock all desks, filing and other cabinets
at the end of each working day. Encourage your colleagues to do
the same.

. Check what methods are available to dispose of waste materials in
your workplace. Items such as old files and computer printouts
are very dangerous in the wrong hands. If you are in any doubt,
shred it (whilst Trinity is committed to recycling waste papet,
remember that Information Security takes precedence).

Secure Communications

Telephones and email are powerful communication tools, and therefore merit

careful use. If you are dealing with anyone by telephone or email, a few basic rules
should be followed.

If a person rings up requesting sensitive information...

. Ensure that you are happy they are who they say they are. If in any
doubt, phone them back to verify their authenticity using the
number you have on file for them.

. Make sure the information that you are quoting is accurate, that
they are entitled to know it and that you have the right to disclose

it.

If emailing someone...

[S2]
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Secure your Computer Today

How private and secure is the information stored on your computer? Can others
read or alter your files?

Run through this checklist today to ensure that your computer is protected.
v' Make sure you have secure passwords set on all your accounts.

Blank passwords are the easiest way for an unauthorised individual to gain
access to your data. Make sure that all accounts on your computer have
secure passwords set.

v Use a password protected screensaver to protect data on your screen.

Remember never leave you computer signed on while unattended. You are
responsible for all actions carried out under your sign-on, so sign-off
when leaving your computer.

v’ Share your files securely.

You can easily make any folder on your computer available to individuals,
groups or to the entire Trinity College Network. Make sure you don’t
accidentally provide access to more people than you intend! Always share
your files to individuals or groups. Never share your files to the
‘Everyone’ group and always limit ‘write’ access to your shares, as shared
folders with ‘write’ access can easily become infected by viruses.

v Protect against the destruction caused by viruses by keeping your
anti-virus software up-to date.

Viruses are the most common security problem seen in Trinity College
today and the easiest to prevent. Check that you are running the College
approved anti-virus software for your area and that it is up-to-date.

v Don’t open email attachments from unknown sources.
Guard against virus infection from unsolicited or spam emails that may be

delivered to your account. If you do not know the sender or if you were
not expecting the email then do not open the email or its attachments.
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Look After your User Accounts and Passwords

Your username and passwords allow access to College resources. They also
protect College data from access from unauthorised individuals both internally
(other staff students) and externally (hackers!)

Therefore it is vital that you:

. Keep your password secret.

. Change your password regularly (at least twice a year).

. Do not write your password down anywhere!

. Change your password immediately if you suspect it has become

known to others.
. Make your password complex and hard to guess

How to choose a good password?

Your password should be at least six characters long and contain both letters and
numbers. A good password is difficult to guess so:

. Do not use your name, nickname, initials, user ID or staff/student
number or telephone number.

. Do not use dates, especially ones that are readily available such as
your date of birth.

. Do not use consecutive keys on a keyboard, e.g. ASDFGH or all
the same characters, e.g, 111111 or KKKKKK.

. Do not use words that appear in a dictionary, or proper names.

. Combine letters and numbers/symbols such as taking the first

character of every word in a sentence e.g. “I go home to Cork
very weekend” would be “Igh2Cew”.

Keeping your password sectet protects you from unauthorised actions being
carried out under your personal sign-on. Do not divulge it to anyone!

When Purchasing Computer Equipment

When purchasing computer equipment place your order with the College
preferred suppliers as listed at http://isservices.ted.ie/putrchase/index.html

When you buy from these soutces you receive hardware that has been carefully
selected via an official tendering process.

Also the computer you receive will be securely configured with all the software
you need to get started.
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Personal Computers

If you connect a personal computer to the College network you need to ensure
that it meets the same high security standards as computers owned by the College.
Similarly, if you use a College owned laptop computer at home or while travelling
on College business you need to ensure the security of the computer and the data
stored on it.

Make sure you:

. Register your personal computer with Information Systems Services or
your local System Administrator.

. Install anti-virus software on your personal computer. The College anti-
virus licensing arrangement covers personal computers when they are
used to connect to the College network.

. If you are dialling up to the Internet from home or elsewhere using a
commercial ISP then use a personal Firewall to protect your computer
from dangers on the Internet.

Consult your local administrator or Information Systems Service for more
information.

Creating College Web Sites

If you are responsible for creating or updating web sites, which represent the
College, be aware that the College may be put at risk by the content displayed on
these web sites. Where content is incorrect, defamatory or illegal the College

could be at risk from financial loss from resulting legal proceedings.

So make sure that:

. You never share your web authoring username and password with anyone
clse.

. You check the accuracy of all information you post on official College
web sites.

. You check that the information you publish is legal and does not contain

defamatory comments about individuals or organisations.
. If you are collecting information via a College web site make sure that

your means of collecting, processing and storing the data meet the
standards in the College policies and all relevant legislation.
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What’s in it for me?

There is something in it for all of us. The continuing success of the University
depends on the confidentiality, integrity and availability of our information.

As we now know, the responsibility for safeguarding that information rests equally
with each one of us.

Closer to home however, following the basic security practices, which we have
discussed, can improve your working life on a daily basis.

. For instance, adopt a clean desk policy and see how quickly you begin
to notice the benefits an orderly and uncluttered working environment
brings!

. Take to heart the points mentioned in the section on backup,

remembering that, if disaster does strike, you are in a good position to
deal with it.

. Remember a well chosen, secret, password ensures that nothing will be
done in your name by somebody else.

Good Information Security can be achieved through basic steps that do not
require any special knowledge or skills. “If in doubt, just use common sense.”

Any questions?

If you need more information, contact the College IT Security Officer at
ITSecurity@tcd.ie or visit the new I'T Security website at
WWW.TCD.IE/ITSecutity
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